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ABSTRACT

The screening of healthcare workers for COVID-19 (coronavirus disease 2019) symptoms and exposures prior

to every clinical shift is important for preventing nosocomial spread of infection but creates a major logistical

challenge. To make the screening process simple and efficient, University of California, San Francisco Health

designed and implemented a digital chatbot-based workflow. Within 1 week of forming a team, we conducted a

product development sprint and deployed the digital screening process. In the first 2 months of use, over

270 000 digital screens have been conducted. This process has reduced wait times for employees entering our

hospitals during shift changes, allowed for physical distancing at hospital entrances, prevented higher-risk indi-

viduals from coming to work, and provided our healthcare leaders with robust, real-time data for make staffing

decisions.
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INTRODUCTION

On Friday, March 13, 2020, the San Francisco Department of Public

Health issued an urgent order requiring all hospitals to develop and

implement a coronavirus disease 2019 (COVID-19) mitigation

plan.1 This order mandated that by Monday, March 16, at 8 AM,

hospitals must begin screening all employees and visitors for

COVID-19 symptoms prior to entrance.

While necessary to promote health and safety of patients and

employees, this requirement posed an enormous logistical and oper-

ational challenge for University of California, San Francisco (UCSF)

Health. Our campuses have thousands of employees arriving within

narrow time windows for shift changes, through multiple entrances,

and have never before employed entry screening. The occupational

health department did not have the resources to begin performing

thousands of symptom screens daily, around the clock, at multiple

clinical sites across the San Francisco Bay Area.

The initial stopgap solution was in-person manual screening.

Employees were directed to a limited number of hospital entrances,

which were staffed by screeners using a paper-based protocol. This

resulted in wait times of up to 26 minutes for employees entering

during shift changes, leaving inbound employees stuck in long lines

(in the rain on multiple occasions) while outbound employees waited

beyond the end of their shift time to be relieved. Long lines made

physical distancing challenging. The verbal administration of health

screening questions in public locations also raised privacy concerns.

VC The Author(s) 2020. Published by Oxford University Press on behalf of the American Medical Informatics Association.

All rights reserved. For permissions, please email: journals.permissions@oup.com 1450

Journal of the American Medical Informatics Association, 27(9), 2020, 1450–1455

doi: 10.1093/jamia/ocaa130

Advance Access Publication Date: 12 June 2020

Case Report

http://orcid.org/0000-0003-0975-0812
http://orcid.org/0000-0002-9774-7180
https://academic.oup.com/
https://academic.oup.com/


An improved screening process was important not only for effi-

ciency, but also to prevent nosocomial spread of infection. During

the early days of the pandemic, testing ability was limited and the

potential for hospital outbreaks was considerable, making careful

detection of symptoms and contact tracing essential. Our goal was

therefore to develop an efficient, reliable, and dynamic tool for daily

screening of healthcare workers to prevent the spread of COVID-19

in the healthcare setting.

MATERIALS AND METHODS

We followed an agile product design process to conduct this sprint

(Figure 1).

Identify
We interviewed stakeholders to understand the intended screening

workflow and identify initial product requirements. Employees

needed to be assigned 1 of 3 dispositions: cleared to work, cleared to

work with restrictions (eg, with a letter from occupational health),

and not cleared to work. Screening would need to happen far

enough in advance of each shift to allow managers to arrange alter-

nate staffing, and avoid employees commuting to work only to find

out that they are not cleared for entry. Data reporting would be im-

portant for executives tracking overall rates of employees at risk and

unable to work.

We focused on 3 key user experience design principles:

• Make it fast and easy for employees and screeners and lower

technical barriers to use, in part by not requiring login or instal-

lation of an application
• Avoid medical jargon to make the tool accessible to employees

with low health literacy or English as a second language
• Make the process transparent and nonjudgmental to promote

honest responses

Based on these principles, we focused on delivering a minimum

viable product that would be rapidly deployable and enable iterative

improvements.

Research
We conducted a rapid landscape analysis and chose to leverage a

chatbot platform (Conversa)2 that was initially selected for use for a

virtual patient care program. We selected this vendor for their exper-

tise in user engagement, including ability to send reminders via mul-

tiple communication channels. Importantly, they were also able to

customize the technology for an evolving use case.

In order to understand the context of use, team members directly

observed and participated in the existing process of in-person, pa-

per-based screening. Armed with the requirements of internal stake-

holders, insights from participatory research, and the capabilities of

the digital tool, we set out to design an efficient digital screening ex-

perience.

Minimum viable product
To create the chatbot, we first translated existing screening criteria

into a set of branching logic questions. With the vendor, we then

built these questions into a rule-based chatbot with prespecified

responses.

The employee launches the Web-based chatbot (Figures 2A and

2B) by clicking on a link provided in an email or by sending a 1-

word text message. During their first session, the employee enters

their name and date of birth to create a unique identifier. For subse-

quent sessions, the employee clicks on a tokenized link to reopen the

session, eliminating the need for logins or re-entering personal infor-

mation. The chat interface incorporates branching logic such that

questions are simple and relevant, removing the ambiguity and con-

tingencies present in any paper-based tool.

Upon completion, the chat generates an entry pass, which allows

employees to use a “fast lane,” modeled after TSA PreCheck, expe-

diting entry during common shift change times. The pass is designed

to be simple and easily read by front-door screeners from 6 feet

away (Figures 2C–E). It expires after 18 hours. After using the chat,

employees can set their text message or email reminder frequency.

Paper-based screening is available for employees who do not wish to

or are unable to use the digital version.

Improve and stabilize
Knowing that the content, workflow, and software would require

rapid iteration, we aligned internal workstreams with the vendor to

allow for daily software releases if necessary. We worked using an

agile software development methodology3 with daily standups that

included internal and vendor teams. We maintained ongoing com-

munications among both organizations using an asynchronous chat

tool4 and collaborative document editing.5 We set up an incident

reporting system6,7 to quickly and systematically address issues with

the screening tool or screening process. We reviewed usage data and

incident reports daily.

Figure 1. University of California, San Francisco (UCSF) product development roadmap.
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Scale
Five days after forming the team, we launched the initial version of

the digital tool and piloted with approximately 80 employees. We

collected user experience data from surveys, interviews, direct obser-

vations, remote user testing, and application workflow analytics and

made a series of changes to address common issues (Table 1). For

example, a common theme among pilot users was the request for the

“fast lane” to be physically separated from the manual screening

lane to expedite access and preserve physical distancing—a change

we instituted the following week. Three days after the initial pilot,

we launched the tool to all employees at the 3 main UCSF hospitals.

Within 1 week, we expanded to ambulatory clinics and began the

process of expanding to nonclinical employees and affiliate health

systems.

RESULTS

Data from the health screen are summarized and sent to hospital

leadership each morning to inform staffing decisions. In the first 60

days since the hospital-wide launch, 271 324 screens (average 4522

screens/d) were completed (Figure 3A). Completion rate was 97%.

Of completed screens, 268 843 (99.1%) resulted in employees being

cleared to work with no restrictions, and 654 (0.2%) resulted in

Figure 2. Chatbot screenshots: (A) exposure questions, (B) attestation and clearance, (C) clearance pass, (D) clearance pass requiring letter from Occupational

Health Services (OHS), and (E) expired pass.
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employees being allowed to work with restrictions (eg, needing a

clearance letter from Occupational Health). A total of 1453 screens

(0.5%, average 24 screens/d) resulted in employees being asked to

stay home from work (Figure 3B).

We directly measured and compared the time required for indi-

vidual employees to clear the front entrance screening desk by the

manual screening process vs the digital screening process. Starting

with an employee reaching the front of the line, the manual screening

process took a mean of 48 seconds (n¼28), whereas those having

used the digital tool were cleared in a mean of 8 seconds (n¼20).

During peak shift change, the average time waiting in line was re-

duced from 8 minutes 20 seconds to 1 minute 40 seconds. Based on

these time savings and estimating two-thirds of employees entering

during shift changes, we calculated that, to date, this tool has saved

employees over 15 000 hours of time waiting to be screened. With a

reduced queue length, employees completing the digital screening at

home had reduced contact with other employees and screeners. This

tool has also reduced the staffing necessary for entry screening, result-

ing in substantial cost savings for our health system.

DISCUSSION

In under 1 week, we designed, launched, and scaled a digital em-

ployee screening tool that was designed to minimize friction in the

daily screening process. With minimal marketing, this tool was

adopted by more than 3000 employees in the first week, and is now

used over 9000 times per day, in part because it did not require an

application download or login, and because it made the entry pro-

cess quicker and easier for the employee and screener. There were

several key learnings from this process. First, rapid product design

and deployment in the healthcare setting requires a multidisciplinary

team with a strong digital product management background, and

Table 1. Product design toolkit

Design tool Description

Design research by direct observation • Observed users performing manual screenings to identify pain points and opportunities

to improve the experience

Service design blueprint • Created a Journey Map to depict the operational screening processes in the current and future

states for high-level executive sponsors
• Created a visual depiction of the anticipated digital screening process from various perspectives

Product design prototyping • Wrote chat script with possible responses and branching logic
• Developed wireframes of key screens depicting user experience
• Rapidly iterated

Remote usability testing • Used a remote user research application8 to observe users and collect feedback as they interacted

with the chat prototype

Time and motion study • Measured the time taken to complete key steps in the screening process, including the digital and

in-person components

Survey • Asked users to qualitatively and quantitatively rate their experience, preference for the digital vs

manual process, and suggestions for improvements

Figure 3. (A) Number of daily screens over time and (B) percentage of high risk screens over time.
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preexisting technology assets. UCSF was able to deploy this digital

tool in 5 days in part because this team had experience developing

similar tools, and already had access to a technology toolkit to lever-

age. In similar situations, health systems without access to preap-

proved technologies may need to instead create an expedited

approval process to meet emergent technology needs. Second, initial

focus should be on creating and launching a minimum viable prod-

uct, with the expectation that it will evolve and improve over time.

As we transition from reacting to the acute phase of the crisis to

planning for a prolonged period of screening, we are changing the

product accordingly. For example, we are creating an expedited

chat for employees who were cleared the day before. Third, the

team should enact a rigorous change control process. Our clinical

product lead served as a liaison between the clinical operations and

product teams to shepherd necessary changes and translate them

into product requirements. We also followed a quality assurance

and communication “checklist” before each version update to en-

sure tool accuracy and synchrony with the broad organizational set

of stakeholders.

We faced several key challenges when implementing this tool.

User privacy was a major concern, particularly because many of our

employees are not patients of the UCSF Health system. Furthermore,

the health information that we collect pertains to COVID-19, which

some perceive as a sensitive diagnosis.9 During initial user testing, we

found that employees were suspicious about entering their identifying

data into a tool that did not have clear UCSF branding, which is con-

sistent with literature on use of digital health applications.10 To ad-

dress this, we featured the UCSF logo prominently and clearly

communicated why we were collecting the data and how it would be

used. The tool was vetted by privacy, legal, and risk committees. We

also had concerns about relying entirely on self-reporting, which in-

troduced the potential for untruthful answers motivated by the need

to or desire to work. In response, we added an attestation to the end

of the chat. The institution also provided 128 hours of paid adminis-

trative leave to all employees to use if they were sent home for

COVID-19–related concerns, reducing the incentive to work when

symptomatic. Limitations of the data include the lack of randomiza-

tion or A/B testing across different sites, stemming from the need to

quickly introduce a product that was critical to clinical operations.

Screening of healthcare workers is now ubiquitous based on

recommendations by the Centers for Disease Control and Preven-

tion and infection control experts.11,12 Many cities and states also

recommend that nonhealthcare employers enact employee screen-

ing.13–15 Outbreaks in nonhealthcare workplaces are abun-

dant,16,17 reinforcing the importance of creating an effective and

scalable screening process. However, self-screening is likely to fail

without a process that reminds employees to do so, requires proof

of self-screening on entry to the workplace, and makes the self-

screening process efficient. We describe an intervention that does

all of the above in a way that is agile and user-friendly. Large

employers both in the healthcare and nonhealthcare spaces should

consider enacting similar tools and processes. Although others

have described their initial experience implementing entry screen-

ing tools,18 this is to our knowledge the first and most longitudi-

nal peer-reviewed data on a commercially available employee

COVID-19 screening tool.

CONCLUSION

A digital tool and workflow can enable daily screening of healthcare

workers while preserving the ability to efficiently enter and exit the

workplace. We demonstrate that such a tool can decrease wait times

for employees at workplace entrances, reduce the manual and ex-

pensive burden of staff entry screeners, enable physical distancing,

and provide real-time workforce data to health system leaders.
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